ABSTRACT OF THE DISCLOSURE 


In a communication network, the responsiveness of the transmission rate 
of data packets to packet drops is quantified for an aggregate of flows as opposed 
to on a per-flow basis. In an Aggregate Perturbation Method (APM), a small 
number of data packets is intentionally dropped from the aggregate at a switching 
node and a response thereto is measured. Traffic not conforming to the 
predetermined transmission control protocol may be discovered as a decrement in 
the reduction in traffic rate compared to that anticipated based on the rate of 
dropped packets. To prevent interference from the simultaneous application of 
APM at multiple switching nodes, an orthogonal drop rate signature defining the 
instantaneous drop rate is assigned thereto. The orthogonal drop rate signature is 
based on the code division multiple access (CDMA) coding of data, and for that 
reason, APM with the application of orthogonal drop rate signatures is termed 
CDMA-based APM, or CAPM. APM or CAPM may be utilized as a component 
in fair congestion control or in mitigating distributed denial of service (DDoS) 
attacks of the Internet. 
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